216-RICR-10-10-6

TITLE 216 - DEPARTMENT OF HEALTH
CHAPTER 10 -PUBLIC HEALTH ADMINISTRATION
SUBCHAPTER 10 - REGISTRIES

PART 6 — Regional Health Information Organization and Health Information Exchange

6.1 Authority

These Regulations are promulgated pursuant to the authority conferred under
R.l. Gen. Laws 8 5-37.7-5 for the purpose of establishing safeguards and
confidentiality protections for the Health Information Exchange (HIE) in order to
improve the quality, safety and value of health-care, keep confidential healthcare
information secure and confidential and use the HIE to prevent disease and
protect and promote the health and safety of the people of Rhode Island.

6.2 Definitions
A Wherever used in this Part, the following terms shall be construed as follows:

1. “Act” means R.I. Gen. Laws Chapter 5-37.7 entitled, “The Rhode Island
Health Information Exchange Act of 2008.”

2. “Administrative review” means the administrative processes contained in
Practices and Procedures Before the Rhode Island Department of Health
(Subchapter 05 Part 4 of this Chapter), and as otherwise permitted by the
Administrative Procedures Act.

3. "Authorized representative" means as defined in R.I. Gen. Laws § 5-37.7-
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10.

"Business associate" means as defined R.l. Gen Laws § 5-37.7-3(2).-
busi . o = .

"Confidential healthcare information" means as defined R.I. Gen Laws § 5-

37.7-3(3).al-dentifiable-informationrelating-to-a-patient paricipants-health
care-history-diagnosis;condition; treatment,-orevaluation-

"Data»submlttlng panner means as definedin R.I. Gen. Laws § 5-37.7-

"Department" means the Rhode Island Department of Health.

“Director” means the Director of the Rhode Island Department of Health or
his-er-hertheir designee(s).

"Disclosure report" means as deflned in R.I. Gen. Laws § 5-37.7- 3(7) a-




11.

12.

13.

14.

15.

16.

17.

18.

19.

"Gender markers"means the sexergender designation recorded in a
patient's medical records-, including sex or sex assigned atbirth where a
medical record does not separately distinquish these values.

"Health-care provider" means as defined in R.I. Gen. Laws § 5-37.7-

(10)%%%@%@%%%%4@9@%@%
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"Health Information Exchange" or "HIE" means the technical system
operated by the RHIO under State authority allowing for the statewide
electronic mobilization of confidential health information, pursuant to the
Act and this Part.

"Health plan” means as defined in R.L. Gen Laws § 5-37.7-3(13).an-

"HIPAA" means the Health Insurance Portability and Accountability Act of
1996, as amended, and its implementing regulations (45 C.F.R. Parts 160
through 164).

“HIPAA Final Omnibus Rule” means the HIPAA Regulations promulgated
and effective March 25, 2013.



20. “HITECH” means the Health Information Technology for Economic and
Clinical Health Act of 2009, Pub. Law 111-5 and its implementing
Regulations.

21.  “Must” means, for the purposes of this Part, the same as “shall,” and
“shall” means the same as “must.”

22.  “Opt out” means as defined in R.I. Gen. Laws § 5-37.7-3(16).

231.

"Opt_-out form" means the form describedin § 6.5.34 of this Part and by
which a patient participant-revokes permissionforthe-RHIO-to-alow-
provider participants access to, review of, and/or disclosure ofthe
patient’s participant's-confidential healthcare information by electronic,
written or other means, except as provided in § 6.3.1(A)(3) of this Part.

24.

25.

26.

27.

"Patient matching" means the process of identification and linking of one
(1) patient's data within and across the-health systems atthe-REIC-in
order to obtain a comprehensive view of that patient's health-care record.

"Patient-participant" means as defined in R.I. Gen. Laws § 5-37.7-3(17).a-

“Protected health information” means individually identifiable health
information, including demographic information that is collected from an
individual and is created or received by a health-care provider, health plan,
employer or health-care clearinghouse that relates to the past, present, or
future physical or mental health or condition of an individual; the provision
of health-care to an individual; or the past, present, or future payment for
the provision of health-care to an individual, that identifies the individual or
with respect to which there is a reasonable basis to believe the information
can be used to identify the individual.




6.3

6.3.1

28.  "Public hHealth aAuthorities” means an agency or authority of the United
States Government, a State, a—TFerion,—a-Poliical- Subdivisionofa-State-
or-Teritory—or an Indian Tribe, that is responsible for public health matters
as a part of its official mandate. With regards to this RegulatienPart, this
includes: the Rhode Island Department of Health (RIDOH), Executive
Office of Health and Human Services (EOHHS), the Department of
Children, Youth and Families (DCYF), and the Department of Behavioral
Healthcare, Developmental Disabilities and Hospitals (BHDDH).

29. "Regional health information organization" or "RHIO" means as defined in.

R.L Gen Laws 8§ 5-37.7-3(19). the—ergamzaﬂen—desanatedasme—RHIO—by

30. “Research” means as defined by HIPAA and its implementing Regulations
(45 C.F.R. § 164.501).

310. "Security incident" means a security event that results in a compromise to
the confidentiality, integrity, or availability of REHO-network resources,
including information system damage, network disruptions, or significant
loss of vital business assets. A security event-incident that results in the
unauthorized disclosure of confidential data is also known as a security
breach.

32.  “Unsecured protected healthcare information” means protected healthcare
information that is not rendered unusable, unreadable, or indecipherable
to unauthorized persons through the use of a technology or methodology
specified by the United States Secretary of Health and Human Services in
guidance issued under §13402(h)(2) of Pub. Law 111-5.

General Provisions
Participation in the Health Information Exchange (HIE)
A statewide Health Information Exchange (HIE) has-beenwas established

pursuantto R.l. Gen. Laws Chapter 5-37.7. Confidential healthcare information
shall only be accessed, released or transferred from the HIE pursuantto R.I.



Gen. Laws Chapter 5-37.7. In addition to the requirements set forth in R.Il. Gen.
Laws 5-37.7:

1.

Patients and health-care providers shall have the choice to participate in
records-sharing via the HIE, as defined by the Act and this Part. Patients
participanis-shall be able to rescind permission, or “opt out” ferfrom
disclosure to health-care providers via the HIE {optouty) by sigring-

submitting an opt -out form provided by the H{E-RHIO. Patients
participants-may indicate his-er-hertheir desire to opt out pursuantto §
6.5.1(A) of this Part and may subsequentlyreverse an opt -out decision
pursuantto § 6.5.1(A)(5) of this Part.

Data-submitting partners shall inform patients with whom they have an
active direct treatment relationship, as defined by 45 C.F.R. § 164.501,
mdmdaals—shalm&mienﬂedabout the opportunlty to opt out mmug#

Prowder pammpants shaII offer the opportunlty to dlscuss HIE part|C|pat|on
and consent options at the request of an individual patient. Individuals will
be informed about the HIE through materials that explain the context and
process of disclosure of healthcare information through the HIE, including
any and all choices available to the individual. The RHIO shall provide
examples or templates of educational materials and any needed technical
assistance to provider participants on patient education about the HIE.

a. Data-submitting partners are not required to inform patients of the
opportunity to opt out with whom they have an indirect treatment
relationship as defined by 45 C.F.R. § 164.501.

When entering into a treating relationship with a provider participant or no
later than six (6) months after a provider begins submitting records to the
HIE, individuals will be clearly informed of their opportunity to opt-out in a
distinctwritten document, whether paper, electronic, or web-based. The
notification may be contained within a documentdetailing other privacy
practices, but the HIE shall be specifically discussed. The notification shall
include an explanation that due to his-er-hertheir provider's participation in
the HIE, at a minimum, their protected health information may be
disclosed to:

a. Health-care providers that care for them in emergencies, on a
temporary basis;

b. Public health authorities in the process of carrying out their
functions, pursuantto R.l. Gen. Laws § 5-37.7-7(b)(2); and

C. Health plans, where-to the extent information is necessary for care
management, quality, and performance measure reporting.



Each provider participant shall maintain with the RHIO a current copy of its

Notice of Privacy Practices and, if separate, the above-referenced opt out

notice.

[ Formatted: Not Highlight

Mental health treatment information received from data--submitting
partners shall be included in the RH1O's-HIE's repository of protected
healthcare information and shall be subjectto any opt_-out form cempleted
validly submitted by a patient-participant. Mental health treatment
information shall not be stored or disclosed separately except as
otherwise required by law or Regulation.

The RHIO shall maintain a dedicated telephone number staffed with
qualified personnel who can respond to individuals’ questions related to
any and all choices and processes available to the individual . H-there-are-

“ . : ”»

The RHIO shall maintain a process for reviewing and resolving complaints
related to it and to the HIE, and to assist patients participanis-in resehing

addressing their complaints.

a. The RHIO and all provider participants wil-must accept complaints
pertaining to the RI-RHIO and/or HIE. Provider participants-wiH-
mustforward any such complaints they receive to the RHIO.

b. The RHIO wilkmustappoint a Privacy Officer who witmustreview
all complaints. Complaints are non-wit-retbe-public and wilk-must
be kept confidential as required by law. Any confidential healthcare
information contained in the complaint wilmustbe protected in
accordance with applicable State and Federal law.

c. Neither the RHIO nor any provider participants shall wil-retaliate,

discriminate against, intimidate, coerce or otherwise engage in a
reprisale against patients participants-or patient advocates relating
to the filing of a complaintor for filing a complaint.




hd.  The RHIO shall maintain copies of all w+itten-patient complaint-
famns,

ie. The disposition ofthe complaint shall be documented by the RHIO
Privacy Officer as part of the complaint process, and the patient
shall be informed of the current status and disposition of the

complaint.

. The Department reserves the right to access the records of
complaints received by the RHIO and the resolution of such
complaints.

6.3.2 Rhode Island Regional Health Information Organization (RHIO)

A

The RHIO shall function pursuant to R.l. Gen. Laws Chapter 5-37.7. Additionally,
the RHIO and RIDOH shall develop, implement, and maintain current policies
and procedures including, but not limited to, the following topics:
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ParticipantPatient process to opt out {health-care provider-health-plan;-
and-individual) that is consistentwith § 6.3.1(A)(1) of this Part;

Termination of a patient’s participant's-opt out status that is consistentwith
8 6.5.1(A)(5) of this Part;

Handling patient pasticipant-complaints and inquiries that is consistent with
8 6.3.1(A)(28) of this Part;

The process through which a patient participantcan obtain a copy of the
disclosure report pertaining to his-er-hertheir confidential healthcare
information consistentwith § 6.5.1(A)(42) of this Part;

Tiered access to confidential healthcare information (i.e., criteria and
controls to obtain varying degrees of access to data maintained by the
HIE) consistentwith § 6.36.3 of this Part;

Privacy, confidentiality and security pertaining to access and maintenance
of patient participant-confidential healthcare information consistent with §8§
6.5 and 6.6 of this Part;

Temporary access to HIE data by provider participants that need to treat a-
persenindividuals in emergencies consistentwith § 6.3.1(A)(3) of this Part.
Temporary access procedures should be easilyaccessible to a variety of
health-care team members and not present an undue burden during an
medicalemergency;

Patient participant-notification, if required by eitherR.l. Gen. Laws Chapter
11-49.3 [Rhode-lsland-“Identity Theft Protection Act of 20157} or the
HIPAA Final Omnibus Rule, regarding a detected breach of the security of
the system of the HIE that may have resulted in the unauthorized access,
use or disclosure of protected healthcare information, personal information
or ubdnsecured pRrotected hHealth iinformation consistentwith §
6.5.1(A)(53) of this Part; and

Patient matching, including patients participants-who have opted out of
disclosure to health-care providers.

a. The RHIO -staff-shall review-ensure that each completed-submitted
opt- out form is reviewed for completeness, accuracy, and effective

9



matching to previously submitted medical records by provider
participants.

b. Additional attention shall be paid to gender markers in patient
matching and, wherever practical, effort shall be expended to
ensure identity resolution takes into account gender diverse
experiences.

102. Ongoing identity management, including a simplified process bywhich
patients or provider participants may notify the RHIO that specific patient
records should undergo review;-

113. Data integrity, quality, and standardization; and,

124. Handling of sensitive types of protected health information, including but
not limited to behavioral health, Human Immunodeficiency Virus/Acquired
Immunodeficiency Syndrome (HIV/AIDS), treatment for domestic violence
or sexual assault, and genetic information.

B. The RHIO shall utilize-a-commitieestructure-that-encourages community
involvement and transparency in the process of the development and
implementation of its policies.

C. Patients participanis-have the right to access-requestand obtain from the RHIO s
copies of notices of privacy practices from data-submitting partners, and, if
separate, their data-submitting partners’ opt out notices .which-willbe-posted-on-




6.3.3

In the event of a voluntary dissolution of the RHIO or HIE vendor, the RHIO-
voluntarily dissolving entity wi-givemust provide notice to the Department at.
leastthirty (30) days_prior to the voluntary dissolution.-retice.-Fhe-Department
HIE at the-appraisedvalue:

In the event of dissolution, either voluntary or involuntary, eitherofthe-above, the
RHIO and HIE vendor shall be responsible to safeguard the-pretected-health-
rformationin-tsany protected healthcare information in their care, custody and

control until the PHl-protected healthcare information has been transferred to
another entity, to the extent such transfer is required of either entity.

Special Requirements Pertaining to the Health-nformation—Exchange—{(HIE)
and the Rhode Island Regional-Health-InformationOrganization{(RHIO)

Pursuantto R.I. Gen. Laws § 5-37.7-4(eg), the HIE and the RHIO have an
obligation to maintain, and abide by the terms of, HIPAA-compliant business
associate agreements as defined in 45 C.F.R Part 160.103 ;as-wel-as:

The RHIO-HIE vendor will maintain useraccess permission profiles to determine
which PH}-protected healthcare information may be accessed by authorized
users according to specific role classification and shall implement policies and
procedures regarding user authentication.;

11



5C. The RHIO shall have written end-useragreements in place with provider
participants who access data in the HIE. Such agreements shall, at a minimum,
describe roles and responsibilities of both the provider erd-dserparticipant
accessing the data and the RHIO regarding appropriate use of the HIE and
assuring patientrights in accordance with applicable Federal and State law,
including R.l. Gen. Laws § 5-37.7-10.

DE. The RHIO shall report at leastannually to the HIE Advisory Commission and the
Department on topics suehasincluding, but not limited to:

1. Usage of the HIE:

2. Security assessmentresults;
3. Opt -out frequency and characteristics:

4. Patient matching;

5. Education and outreach campaigns regarding public awareness ofthe
HIE;

6. Data requests; and
7. Disclosure report requests.




6.3.45 Professional Responsibilities

In accordance with applicable State laws and Regulations promulgated
thereunder, a provider participant that abandons a patient or denies treatment to
a new or existing patient solelyon the basis of the patient’s decision to opt out of
disclosures from the HIE —~whenthe-patient's-health-information-can-be-obtained-
from-ethersources;-may be subjectto administrative review by the Department,
including, but not limited to the Department's Professional Boards, and the
Director. The processes contained in Practices and Procedures Before the
Rhode Island Department of Health (Subchapter 05 Part 4 of this Chapter), and
as otherwise permitted by the Administrative Procedures Act, shall apply.

6.4 HIE Advisory Commission

A The HIE Advisory Commission shall consist of nine (9) members. The
membership ofthe HIE Advisory Commission shall -include expertise in
j HIPAA and privacy and security of health-care

information requirements., ene{l) person-with-experience-in-operations
maintenance and security of complex electronic databases, ene {1} personwhe-
is-a-health care consumerorconsumer advocacyte, ene{l) persenwhe-
represents-a-minority or underserved populations, ene{d) personwho has
experience-in-epidemiology and the use of data for public health purposes. and
active ne-merethanthree (3} persons-employmented in direct patient care. The

Director shall recommend prospectlve HIE Adwsory Comm|35|on members to the
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BS. The Director shall appointa chairperson for the HIE Advisory Commission.

CB. HIE Advisory Commission members shall be appointed for a term of twe-three

(23) years. A Commission member may-bereappointedforan-additionat-term—

butshall not be eligible to serve more than three (3) consecutive terms.-

D. RHIO and HIE vendor staff and board members shall not be eligible for
appointment to the Commission.

E. The HIE Advisory Commission shall meetat leastannually.

and-shallnotvoteon-

FS. The Director shall be informed by the HIE Advisory Commission shat-be-

formed-of any newly introduced exchanges of confidential healthcare
information from the RHIO or HIE vendor to the Department for public health
purposes, in order to ensure transparency to the public on uses of data contained
within the HIE.

14



6.5

6.5.1

H Ac\/ a¥a) omm all ™, an A ar /
{Open-Meetings)-The HIE Advisory Commission shall review and provide
recommendations to the Director or a representative of the Director on processes
for reviewing requests for the confidential healthcare information contained within
the HIE, and shall provide new recommendations when arequest represents a
novel purpose for using the confidential healthcare information.

The Director may recommend to the Governor that any HIE Advisory
Commission member be removed for cause, including but-rethmited-tofailure to
attend Commission meetings on aregular basis.

Confidentiality Protections

Patients’ Rights

In addition to the requirements of R.I. Gen. Laws Chapter8§ 5-37.7-10 and this
Part, a patient participantwho has his-er-hertheir confidential healthcare
information in the HIE shall have the following rights:

1. To obtain a copy of his-erhertheir confidential healthcare information. frem
the HHE by:




To obtain, by submitting a request for a disclosure report, a copy of the
disclosure report pertaining to his-er-hertheir confidential healthcare
information. The RHIO shall provide instructions to request a disclosure

report on its Websrte bys&bmrttmg&requesﬁe#&drsel@sur&rep@rﬂh&

a.  The RHIO wilkmust make-everyeffort-to-provide requested
disclosure reports in-apromptmannerwithin sixty (60) days of the
request in accordance Wlth appllcable Iaw wh#erec—eg%mguthat—

b. If extenuating circumstances arise, the RHIO may have an
additional thirty (30) days to provide the disclosure report to the
enrolleerequester. The requester mustbe notified if the RHIO
requires an additional thirty (30) days.

(o Each request for a disclosure histeryreport will be addressedin
accordance with 45 C.F.R. § 164.528.-

d. A charge for a copy of the disclosure report may be imposed if
consistentwith State law and 45 C.F.R. § 164.528.-

e. In accordance with 45 C.F.R. § 164.528(c)(2), the first (1)
disclosure report shall be provided to a patient participantin any
twelve (12) month period at no costto the patient-participant.

To be notified, if required by either R.l. Gen. Laws Chapter 11-49.32,
“IRhode Island Identity Theft Protection Act'],” or the HIPAA Final
Omnibus Rule, of a breach of the security system of the HIE that resulted
in the unauthorized access, use or disclosure of personal information or
unsecured protected healthcare information.

To opt out of having healthcare information disclosed to health-care
providers through the HIE at any time in accordance with the Act and this
Part by submitting an Opt -Out form .-to-the RHIO.

a. Opt -out forms provided by the RHIO HiE-shall be broadly available
and accessible through a variety of methods. At minimum, such
methods mustinclude paper forms submitted by fax or mail, and
electronic submission by website.

b. Opt -out forms shall be provided with appropriate accommodations
to individuals experiencing disabilities, to the extent possible.

C. Opt -out forms provided by the RHIO HiE-shall be available in &
multitude-of-languages reflecting those mostcommonly used by
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Rhode Island patients, including, but not limited to, English,
Spanish, and Portuguese.

d. shall be
by the patient participantor their his-or
her-authorized representative, and not by a provider participant or
other intermediary.

A completed-validly submitted opt -out form may be reveked-reversed at
any time ("opting in" again) in accordance with the Act and this Part. The_
RHIO shall make Fthe form and methods for reversing an opt -out
decision publicly available shattbe-publichravailable-through-posting-on-
the—HLE throuqh the RHIO website er—and the—paﬂent—pa%ﬂei-pa%e#

thenmby Qhone

a patient-participant's completvalid submission of aned
opt_-out form, the patient

confidential healthcare information in the HIE
willshall no longer be accessible to a provider participant. Nothing in this
Part shall preclude a provider participant from accessing the provider
participant’'s own record of the patient. A patient's decision to opt_-out will
not affect the previous disclosures oraccess to the patient's healthcare
information.

a. A patient-participant's opt -out form shall apply to any disclosure of
protected healthcare information to health-care providers by the
RHIO or HIE where that protected healthcare information was
obtained due to designation as the RHIO or HIE, except as
otherwise described for temporary access in an emergency_
pursuantto R.l. Gen. Laws 8§ 5-37.7-7(b)(1).

Since the HIE does not create patient confidential health information, but
receives confidential health information from provider participants, the
patient participant-may requestto amend his or her own information
through provider participants by submitting a request to amend
confidential health information form consistentwith this Part. The form and
methods shall be publicly available through posting on the H{E-RHIO
website, or the patient participantor authorized representative may call
the RHIO to request a form be sent to them. The RHIO will respond
directly to a patient participani-request and follow its policies and
procedures if there is an administrative error that does not require an
amendmentto the record received from the provider participant.

Following any health-care provider's temporary access of a patient-

participant's protected healthcare information via emergency procedures

in the HIE, the health-care provider shall notify the patient pasticipantor
17



his-er-hertheir authorized representative of the temporary access as soon
as is feasible. The temporary access shall notextend beyond the duration
of the emergency. The health-care provider or facility treating the
emergency shall determine the existence of a-medicalan emergency, its
duration, and which personnel are needed to address the medical-
emergency.

6.5.2 Confidentiality Protections

A

Confidentiality protections for patients participants-in the HIE system are
pursuantto R.l. Gen. Laws Chapter 5-37.7 and this Part. The RHIO shall submit
the policies and procedures described in § 6.3.2(A) to the Department upon
request and at leastannually.

1. Confidentiality protections for patients pariicipants-in the HIE system are
also pursuantto R.l. Gen. Laws § 40.1-5-26, 45 C.F.R. § 164.528 and 42
C.FR. Part2.

6.5.34 Opt_-Out Form

A

The opt_-out form for opting out of access to, e~and the disclosure, release or
transfer of, confidential healthcare information from the HIE shall conform with
the requirements of R.l. Gen. Laws Chapter 5-37.7; and shall additionally contain
such other information_as may be required by the RHIO, in consultation with the
HIE Advisory Commission and the Director.

Except as specificallysetforth in R.l. Gen. Laws § 5-37.7-7(b)_or this Part, the
RHIO and HIE vendor shall not allow access to, or disclosure of, a patient-
participant’s confidential healthcare information unless itis in accordance with
the patient-participant’s authorization.

Except as set forth in R.l. Gen. Laws § 5-37.7-7(b) or this Part, the RHIO and
HIE vendor will not allow access to, or disclosure of, a patient-participant's
confidential healthcare information to a provider participant unless the recipient

has entered into an Bata-Use Agreement agreement with the RHIO pursuantto §
6.3.3(A)(5) of this Part.

The RHIO and HIE vendor shall not accept or respond to any authorization for

reguesting-disclosure of the patient’s pariicipant’'s-health-confidential healthcare
information for any purpose other than as set forth by the Act and this Part.
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654

Any requestto opt- out from the HIE pursuantio-§5-6.5-1ofthis-Par-shall be.
made en—fe%s%eh—a#e—prewded—by—the—%ﬂ@-m accordance Wlth § 6. 5 1§A)(4)
of this Part. Regu A

Requests for Confidential Healthcare Information for Analytic or Research

A

Purposes

Confidential healthcare information shall not be accessed or released from the

HIE for analytic or research purposes without explicit written direction from either
data-submitting partners or the State.

1. Analytic or research purposes means data requests that are for purposes
other than clinical treatment, or those exceptions outlined specificallyin
R.l. Gen. Laws § 5-37.7-7(b), including requests for aggregate reports, de-
identified line-level data sets or identified line-level data sets.

The Department has authority to approve or deny any analytic or research

request for HIE data, records, or confidential healthcare information, whether
identified, deidentified, or aggregate.

1. Notwithstanding the required approval by the Department of any analytic
or research request for HIE data, records, or confidential healthcare
information, whether identified, deidentified or aggregate, that pertains to
any provider licensed by the Department of Behavioral Healthcare,
Developmental Disabilities and Hospital (BHDDH), shall be subjectto the
approval of BHDDH and no such analytic or research request shall be
approved without the explicit prior approval of BHDDH.

Nothing in this Part shall preclude data-submitting partners from utilizing the

technical infrastructure of the HIE to share the data-submitting partner's own
confidential healthcare information as permitted by other state and federal laws
under appropriate legal agreements, including for analytic or research purposes.

Analvtic or research requests submitted for access or disclosure under state

authority shall be considered only when the requestor can demonstrate a near-
term benefit to the State or to Rhode Island residents, such as in policy-making,
budget determinations, service coverage decisions, or for the immediate health
and safety of Rhode Islanders. In all other cases, access or disclosure
specifically permitted by legal agreement with the data-submitting partner(s)
should be utilized.
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1. Whether a request effectively demonstrates a near-term benefit to the
State or to Rhode Island residents shall be determined by the Director or
their designee as part of the request approval process, with advisory input
and recommendations from the HIE Advisory Commission as requested
by the Director or their designee.

Analytic or research requests submitted for access or disclosure under state

authority, as opposed to access or disclosure specifically permitted by legal
agreement with the data-submitting partner(s) per § 6.5.4(C) of this Part, shall
undergo review by the Department, including:

1. Consideration by the Department Institutional Review Board;

2. Execution of a Data Use Agreement (DUA) with the RHIO prior to receipt
of data, where said DUA contains an expiration date, instructions on
retention and destruction of released data, and strictly prohibits any
dissemination without a new fully executed DUA for second or other
usage. The DUA mustcontain a Certification of Destruction which mustbe
produced to the State at the expiration date;

3. Department review of any resulting outputs before release, where outputs
include any reports, analyses, displays, products, tables, manuscripts,
presentations or other data uses derived from HIE data;

4. Department cell size suppression policy, including prohibition on
dissemination or publication of individual-level records in any form; and

5. A written description of study purpose and intent shall accompany each
request. Once approved, secondary analysis or re-use of records outside
of the stated study purpose shall not be permitted unless the requestis
amended and separately approved by the Director or their designee.

Patients with an active opt out consent form on record shall not have their

confidential healthcare information included in any report, data set or disclosure
other than for those purposes specifically outlined in R.l. Gen. Laws § 5-37.7-

7(b).

The RHIO shall provide reports of requests for confidential healthcare information

for analytic or research purposes to the HIE Advisory Commission annuallyand
upon request. These reports must contain:

1. Institutional Review Board of record for each study;

2. Principal Investigator and names of all who have access to the data;

3. Associated DUA or agreements;

4. Any resulting outputs; and,
20




5. Description of study, including purpose and intent.
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