
 

 

 
COMMENTS ON PROPOSED AMENDMENTS TO THE 

DEPARTMENT OF HEALTH’S “REGIONAL HEALTH INFORMATION 
ORGANIZATION AND HEALTH INFORMATION EXCHANGE” REGULATION 

 [216-RICR-10-10-6] 
June 3, 2022 

 
 
 The seven undersigned organizations respectfully request that the Department 

withdraw this set of proposed regulations from consideration and instead initiate an 

“advance notice of public rulemaking” (ANPR) process pursuant to R.I.G.L. § 42-35-2.5 in 

order to obtain broader and more thorough input before making the significant revisions 

contained in this proposal. 

 
 These proposed regulations, in implementing a 2021 state law changing patient 

participation in the Health Information Exchange from an opt-in to opt-out process, would have a 

considerable impact on the privacy rights of Rhode Islanders, and particularly those participating 

in the mental health system. In many instances in the past when the Department of Health has 

considered the adoption of complex, controversial, or impactful regulations, it has commendably 

taken advantage of the Administrative Procedure Act’s ANPR process to seek wide-ranging public 

input before initiating formal rule-making proceedings. The Department failed to do so here, and 

as a result, the insights and feedback that could better inform the final version of this proposed 

regulation are missing.  

 Despite the direct impact these proposed regulations will have on the mental health 

community, few of us were aware that this proposal was up for consideration until a few days ago. 

We do not know of any formal outreach the Department made to notify those of us who represent 

and assist that community of this proposal. That is another reason that withdrawing this pending 

rule-making proceeding and reinitiating it through the ANPR process strikes us as being both 

warranted and valuable. 
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 One of the most significant decisions underlying these proposed regulations is the 

determination not to treat mental health records differently from other medical records. Thus, a 

person’s mental health records will, by default and absent an affirmative decision to opt out of 

participation in the Health Information Exchange, be made accessible to a wide variety of health 

care officials, providers, and health plans – and for a host of purposes, including many not directly 

related to treatment. A patient wishing, for valid reasons, to protect the confidentiality of those 

very sensitive records can do so only by denying their primary doctor, for example, access to any 

of their medical records. Conversely, doctors and other individuals not involved at all in the 

patient’s mental health treatment will have direct access to those records. 

 In weighing the pros and cons of this approach, the Department’s benefit-cost analysis 

accurately noted a few of the cons: 

For patients, it is possible they may not become aware of the record-sharing occurring 
through the HIE until after an undesirable disclosure of sensitive information has 
occurred. It is possible that mental health patients may experience discrimination from a 
provider as a result of “default” HIE sharing, or that they aren’t given an opportunity to 
express their privacy wishes before such a disclosure occurs. 
 

Notwithstanding these recognized and substantial concerns, the same analysis points out 

that the decision not to separate mental health records in the Exchange was unanimously 

recommended by the Department’s HIE Advisory Commission. We assume the Department found 

that recommendation persuasive in drafting the regulations in this manner. But the opacity of the 

Advisory Commission’s decision-making is worth noting, as it only highlights for us the important 

role that an ANPR process could, and should, play here. 

Specifically, the most recent minutes of a Commission meeting that are available on the 

Secretary of State’s website date back to November 4, 2021. Although the Commission apparently 

also met in January and March of this year to discuss and consider these proposed regulations, no 

minutes of those meetings leading to the Commission’s recommendation are posted. It is also 
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unclear whether this unanimous recommendation even came from a quorum of the nine-member 

Commission, as no more than four members are listed present in any of the three prior meetings 

held by the Commission in 2021, and there is a reference to four of the seats being vacant.  

 Because we learned of this proposal so late, we are not in a position to offer more detailed 

comments or concerns before today’s deadline other than to emphasize the gravity of the decision 

to treat mental health records the same as any other medical records in the Exchange. The fact that 

separating those records may impose some administrative burdens is not, in our view, a sufficient 

reason to discount the various harms that may flow from such an approach.1 In any event, we 

believe it deserves much more public interaction and discussion beyond the formality of this 30-

day rule-making procedure.  

 For all the reasons expressed above, we therefore urge the Department to pause the process 

of adopting these revisions, and to instead seek additional informal input from the community and 

other interested parties through the ANPR process before taking any action on them.  

Thank you for considering our views.  

Sincerely, 

 
Megan N. Clingham, Esq., Director 

Office of the Mental Health Advocate 
Megan.Clingham@doa.ri.gov 

 
Morna A. Murray, JD, Executive Director 

Disability Rights Rhode Island 
mmurray@drri.org 

 
James McNulty, Executive Director	

Oasis Wellness & Recovery Centers	
jmcnultyri@gmail.com	

 

 
1 It is also worth pointing out that, under the regulations, even the mental health records of patients who 
affirmatively decide to opt out of participation in the Exchange will still be transmitted to, and reside in, 
the HIE. While third parties will not be given access to the records, their presence in the HIE means that 
they still could be subject to security breaches and consequent disclosure. 
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Beth Lamarre, Executive Director 
NAMI Rhode Island 

beth@namirhodeisland.org 
 

Steven Brown, Executive Director 
American Civil Liberties Union of Rhode Island 

sbrown@riaclu.org 
 

Charles Feldman, CPRS, Chair 
The Mental Health Recovery Coalition of RI 

cfeldmanri@gmail.com 
 

Janet Spinelli 
RI Elder Mental Health and Addiction Coalition 

janetspin@aol.com 
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Beth Lamarre, Executive Director 
NAMI Rhode Island 

beth@namirhodeisland.org 
 

Steven Brown, Executive Director 
American Civil Liberties Union of Rhode Island 
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Government Relations 
245 Chapman Street 
 Suite 200 
Providence, RI 02905 
Tel 401 444-3720 
Fax 401 444-6471 
Email dbalasco@lifespan.org 
 
David A. Balasco, Esq.  
Vice President 

 
May 25, 2022 
 
 
VIA EMAIL (lauren.gareau@health.ri.gov) 
AND REGULAR MAIL 
 
Lauren Gareau 
DEPARTMENT OF HEALTH 
3 Capitol Hill 
Room 410 
Providence, RI 02908-5097 
 

Re: Comments of Lifespan in Response to Proposed Rulemaking and Amendment to 
Regional Health Information Organization and Health Information Exchange (216-
RICR-10-10-6) (the “Amendment”) 

 
Dear Ms. Gareau: 
 
On behalf of Lifespan Corporation and its affiliates including but not limited to Rhode Island 
Hospital, Hasbro Children’s Hospital, a Division of Rhode Island Hospital, The Miriam Hospital 
and Newport Hospital (together referred to as “Lifespan”), we are submitting comments in 
response to the Rhode Island Department of Health (RIDOH) Notice of Proposed Rulemaking 
and Amendment to Regional Health Information Organization and Health Information Exchange 
(216-RICR-10-10-6) published in the Rhode Island Government Register Public Notice of 
Proposed Rulemaking on May 4, 2022 to express our strong opposition to the Amendment. 
 
Lifespan has grave concerns regarding the immense harm that the proposed Amendment will 
have by creating barriers to participating providers (hereinafter referred to as a “Provider”) to 
participate in CurrentCare, increasing regulatory burdens in the health care industry and limiting 
patients’ ability to opt-out of HIEs. 
 
Through its proposed Amendment, RIDOH makes Rhode Island an outlier, dictating (1) the 
process of notification by private Providers of patient’s opt-out rights– requiring them to do so 
at varying and duplicative times including at time of an admission or visit (“Event”), within 30 
days of a policy adoption and 6 months of an exchange concerning an Event; (2) the forms and 
process that private Providers must utilize before patients can opt out; and (3) varying and 
unnecessary notification processes for temporary, emergency access to protected health 
information (“PHI”), something typically required of only in opt-in states and their HIEs. The 
Amendment makes Rhode Island the only opt-out state that requires such onerous and 
burdensome use of administrative forms and processes for what should be an easy and simple 

mailto:dbalasco@lifespan.org
mailto:lauren.gareau@health.ri.gov
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request and process.  This has the effect of subverting the goals and purpose1 established by the 
Rhode Island Legislature when they amended the Rhode Island Health Information Exchange 
Act Of 2008, see Pub. Laws Chaps. 362 and 364, as amended in 2021 (the “Enabling Act”). 
 
Lifespan has been instrumental in accomplishing the goals of the Legislature as promulgated in 
the Enabling Act, becoming a founding and continuing supporter of CurrentCare since its early 
conceptual planning in 2005 and first operations in 2008. In the most recent recorded year 
(2021), Rhode Island Hospital, Newport Hospital, The Miriam Hospital and Lifespan operated 
physician practices, transmitted over 1.5 million patient records to CurrentCare. Indeed, Lifespan 
continues to be in the forefront of initiatives to improve the quality, safety, and value of health 
care; has been supportive of public health goals; and has promoted interoperability of systems to 
improve access of protected health information (“PHI”) by individuals while ensuring that it is 
kept confidential and secure.  
 
Lifespan already successfully initiated and operationalized an easy and simple Opt-Out process, 
allowing its patients to use of an opt-out form to opt-out of CurrentCare and other HIEs, and 
processing that request in a manner consistent with HIPAA and HHS/OCR guidance. In fact, 
long before the passage of the Enabling Act and promulgation of the proposed Amendment, 
Lifespan amended its Lifespan Joint Privacy Notice, which is available in several languages, to 
transparently educate and notify each patient of its participation in and the disclosures of their 
PHI to its participating HIEs, including CurrentCare, and their rights to opt-out of HIEs. The 
Lifespan Privacy Officer has been available to and has assisted patients since our inception of the 
program making sure they understand and are able to opt out of its participating HIEs efficiently 
and quickly. Lifespan also published and maintains a dedicated web-site page providing specific 
information of its participation in HIEs, FAQs about HIEs, and how patients may opt-out of 
them with an available form. See Addendum 1, Lifespan’s Notice of Privacy Practices, Privacy 
Policy CCPM-50 or the Lifespan Joint Privacy Notice at LINK, and Addendum 2, Lifespan’s 
Opt-Out FAQs and Instructional webpage at LINK, and its Opt-Out form at LINK. Upon request 
of a patient to opt out of HIEs, Lifespan will exclude on its end the transmission of any PHI to its 
participating HIEs, ensuring a patient’s right to confidentiality of their PHI and their privacy 
from all of its participating HIEs, not just with CurrentCare and its RHIO. 
 

I. The Amendment Should be Changed to Allow Providers to Notify Patients of 
their Opt-Out Rights through Providers’ NPPs and Websites 

 
The Enabling Act did not delegate or authorize RIDOH, the HIE or RHIO to regulate the manner 
of notification by a private Provider to the individual patient of their rights to opt-out of the HIE 
or RHIO. In fact, the Enabling Act governs that process to the contrary, limiting any regulatory 
functions by the HIE to,  
 

• “Patients . . .  choice to opt out of having their confidential health care information 
disclosed from the HIE through the process defined in regulations in accordance with 
§ 5-37.7-5”, which limits that regulatory authority to: 

https://www.lifespan.org/about-lifespan/patient-privacy/about-health-information-exchange
https://www.lifespan.org/about-lifespan/patient-privacy/about-health-information-exchange
https://www.lifespan.org/sites/default/files/2021-04/HIE-opt-out-form_040521_0.pdf
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 Regulatory control over the HIE, not over private Providers (RIDOH “has 
exclusive jurisdiction over the HIE”); and  

 Emphasizing that such law and regulations shall “not apply to any other 
private and/or public-health information systems utilized within a 
healthcare provider or other organization that provides healthcare 
services.” 
 

Contrary to its delegated authority under the Enabling Act, RIDOH exceeded its authority by 
placing the onus and sole responsibility of notification upon Providers to (1) “discuss” consent 
and opt-out rights with patients (§ 6.3.1 (A)(2))– at varying and duplicative times of an Event, 
and/or within 30 days of a policy adoption (§ 6.3.1 (A)(4)) or within 6 months of an exchange 
concerning an Event (§ 6.3.1 (A)(3)); and to (2), use “distinct written documents” to “clearly 
inform” patient about their opt-out rights and to process their request (§ 6.3.1 (A)(3)). 
 
The proposed Amendment, unless corrected, makes Rhode Island an Opt-Out outlier and its 
health care providers potential violators of federal law. Of all the state HIEs that are purely opt-
out exchanges, a substantial majority2 do not dictate the manner of notification to the individual 
patient, or if they do, they require the HIE to provide that notification in a manner consistent 
with their existing operations or at a minimum, through their existing Notice of Privacy Practices 
in accordance with HIPAA Privacy Regulations, see 45 C.F.R. § 164.522(a). These processes are 
deemed a better and more transparent process of notification because they fully and accurately 
describe all of the individual’s rights to access, disclose or restrict their PHI in one document, do 
so in several languages and provide direct contact with a Privacy Officer who understands and 
can discuss their privacy concerns and is better able to answer questions and concerns patients 
have about opting-out of an HIE. This manner of notification is consistent with HIPAA and 
HHS/OCR guidance.3  
 
It should be noted that any obligations under the Enabling Act and newly proposed Amendment 
apply only to those providers participating in the HIE CurrentCare. And the rights of patients 
apply only if that Provider contracts with the CurrentCare and their records are submitted or 
accessed.  R.I. Gen. Laws §5-37.7-10.  A Provider may terminate its arrangement with 
CurrentCare at any time, especially if the arrangement becomes overly burdensome, onerous 
and/or jeopardizes the ability of the Provider to carry out the wishes of their patients to restrict 
disclosures to HIEs and/or potentially jeopardizes the rights of patients under federal law. 
 
Lifespan believes that RIDOH can correct the Amendment before finalized in several ways to 
avoid these issues. In § 6.3.1 (A)(2), Lifespan requests the following corrections to resolve the 
issues discussed in these Comments at Section I: 
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Also, § 6.3.1 (A)(3) should be revised as follows: 

 
And § 6.3.1 (A)(4) should be revised as follows: 

 
 
Such corrections would be consistent with federal law that requires one notification in once 
document that fully explains all of patient’s rights to confidentiality and privacy, and access, 
disclosures, and restrictions of their health care information. 
 

II. The Amendment Should be Changed to Avoid Onerous and Burdensome  
Notification Processes for Emergency Access 

 
Similarly, as stated above in these Comments at Section I, the new Amendment at § 6.5.1 (A)(8) 
forces the Provider to notify patient whenever temporary access is provided by the HIE for use 
during an emergent condition of the patient. It further requires the Provider during the 
emergency, to “determine the existence of a medical emergency, its duration, and which 
personnel are needed to address the medical emergency,” presumably to justify what is not 
required to justify under federal law. This new provision if not impossible or violative of federal 
law is extremely onerous burdensome to providers and is likely to force providers to abandon 
their participation in CurrentCare. Such requirement is substantially inconsistent with HIPAA 
and would require a Provider to utilize a separate notification, an illegal, onerous and 
burdensome process during an emergency and possibly requiring the Provider to expend 
substantial resources and costs. 
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If Lifespan was required to comply with this provision, it would likely violate federal law and 
would require notification to millions of former patients or more than 858,3814 new patients 
annually on first day that the proposed Amendment is finalized and promulgated. It would be a 
duplicative and onerous process, take months to complete it, and with each day, require a 
Provider to provide such separate notification for each new Event and each returning patient 
and/or new patient. It would also require substantial auditing and time expended by providers in 
lieu of more important activities focused on the patient receiving emergent care. Moreover, such 
notifications are unnecessary because Lifespan already addresses and explains the emergency 
exception (as well as the other exceptions for disclosures, not just to HIEs) in its current Lifespan 
Joint Privacy Notice, at Addendum 1, at Section 5A in a manner that is consistent with federal 
law.   
 
This new provision at § 6.5.1 (A)(8) can only be resolved by deletion in its entirety: 

 
 

III. The Amendment Should be Changed to Allow Additional Simple 
Mechanisms and Forms by Patients to Opt-Out of HIEs 

 
The Amendment as proposed requires patients to sign HIE-issued and RHIO-approved opt-out 
forms which makes it very difficult and confusing to most patients to freely exercise their rights 
to opt out of HIEs. The Amendment language states that patient must “sign… an opt-out form 
provided by the HIE” (§ 6.3.1 (A)(1)), complete the process “… by submitting an Opt-Out form 
to the RHIO . . . (§ 6. 6.5.1 (A)(4)(a)), make certain that patient only use an “opt-out form opting 
out of the HIE. . .[which] shall . . . contain other information required by the RHIO . . .,” (§ 6. 
4.4) and permit the patient their opt-out choice if the “. . .RHIO staff [has]. . . review[ed] each 
completed opt-out form for completeness, accuracy, and effective matching . . .(§ 6.3.2 (A)(11)). 
 
To freely permit patients their right to opt out, patients and healthcare providers should be able to 
use their own opt-out form that meets the criteria of R.I. Gen. Laws §5-37.7-7(c) to allow patient 
to opt out. Providers such as Lifespan already have automated controls within its EMR systems 
that allow its patients to opt out of CurrentCare and from all the HIEs that they participate in. 
This is consistent with the goals of HIPAA and HHS/OCR guidance, see fn. 3. A wide array of 
paths to opt out should be available to patients; they should not be restricted using forms and 
processes dictated by the HIE or approved by the RHIO. The Enabling Act did not prescribe the 
form itself or dictate the manner of notification by the patient to the HIE. The Enabling Act 
specially removed the “patient” as a “participant” in the HIE when it changed the opt-in 
paradigm to an opt-out one, presumably to allow them to freely excise their rights to opt-out 
directly with their providers, too. 
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Currently, a substantial number of opt-out states5 permit patients and providers to opt-out 
patients from participating in the provider’s HIEs, with or without the governance of the HIE or 
RHIO. This avoids a convoluted and difficult process whereby the patient directs their opt-out 
request to their Provider, but the Provider has to refer them to the HIE or RHIO to process that 
request. For e.g., if the patient is receiving emergent care at Rhode Island Hospital, their and 
their family’s first and foremost concern is to obtain life-saving care, not a privacy concern or a 
convoluted process to execute a form.  If they are only permitted to use the form approved by the 
RHIO and available through CurrentCare, Provider would not be able to act on the patient’s 
request and would have to refer that patient to CurrentCare website for the “approved” form and 
“approved” process. This may cause Providers to violate the rights of patients to request 
restrictions to the uses or disclosures of their PHI. See 45 C.F.R. § 164.522(a). If, on the other 
hand, the patient directed their request to opt out directly to Provider, then it could immediately 
opt-out patient from all exchanges, not just CurrentCare, providing a better service to patients in 
allowing them to protect their privacy. 
 
§ 6.3.1 (A)(1) should be revised as follows: 
 

 
As long as the above is changed, and no other provision prohibits Providers from managing the 
consent (opt-out) processes with respect to their participating HIEs, Lifespan believes that 
additional changes to the following provisions may not be necessary: “by submitting an Opt-Out 
form to the RHIO . . . (§ 6. 6.5.1 (A)(4)(a)), make certain that patient only use an “opt-out form 
opting out of the HIE. . .[which] shall . . . contain other information required by the RHIO . . .,” 
(§ 6. 4.4) and permit the patient their opt-out choice if the “. . .RHIO staff [has]. . . review[ed] 
each completed opt-out form for completeness, accuracy, and effective matching . . .(§ 6.3.2 
(A)(11)).  
 
Respectfully submitted by, 

     
__________________________________  ____________________________________ 
David Balasco, Esq.     Cedric Priebe, MD  
Vice President      Sr. Vice President &  
Governmental Relations    Chief Information Officer 
       Lifespan Information Services  
 
Addendum 
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Addendum 1 – Corporate Compliance Policy, CCPM-50 and Notice of Privacy Policy 
(Lifespan’s Joint Privacy Policy). 

 

CCPM #50 
Attachment B - Lifespa         
 
Section 3. W. Health Information Exchange(s) – We may participate in certain health information exchanges 
(HIE) whereby we may share, request and receive your health information, as permitted by law, with or from other 
health care providers or entities for treatment, payment, or health care operations purposes. However, you may 
choose not to have your information shared through our HIE (i.e., “opt out”) at any time. For questions or if you 
want to opt out of sharing your information with our HIEs, contact the Lifespan Privacy Offices listed below in 
Section 8. Please note that if you choose to opt out but later decide to opt back in, any information that was 
previously restricted by your request will once again be exchanged and accessible through that HIE. 
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Addendum 2 – Lifespan’s “About Health Information Exchanges”, see Link. 

HIE-opt-out-form_04
0521_0.pdf  

What Health Information Exchanges Mean to You 

Lifespan participates in certain health information exchange (HIE) networks to share, request, and 
receive your health information, if authorized by you or as permitted by law, with or from other health 
care providers or entities for treatment, payment, or health care operations purposes. CurrentCare, 
Rhode Island’s statewide HIE, is one of these. 

Here’s an example of how HIE can benefit you. If you have a heart attack and are taken to a non-
Lifespan hospital, a health information exchange will give your care team access to your Lifespan 
electronic health record (LifeChart). This will help inform decisions about your emergency treatment, 
since the care team quickly will be able to review your medical history, medications, and cardiologist’s 
notes. 

However, you may choose not to have your information shared through our multiple HIEs (that is, you 
may “opt out”) at any time. Please refer to the Frequently Asked Questions section below for more 
information. If you still have questions, you are welcome to contact the Lifespan privacy officer at 401-
444-4728. 

If you wish to opt out or opt back in, please send a letter to the Lifespan Privacy Officer, 245 Chapman 
Street, Suite 200, Providence, RI 02905; or an email to privacyofficer@lifespan.org; or download, 
complete and mail the Lifespan Health Information Exchange opt-out form (PDF).  

If you choose to opt out but later decide to opt back in, any information that was previously restricted by 
your request will once again be exchanged and accessible through all HIEs Lifespan participates in. 
Opting out at Lifespan does not prevent participants in other HIE networks from sharing your 
information. Health systems or providers that use other electronic health record systems may share 
your information under the same restrictions that bind Lifespan. Each HIE has different opt-in and opt-
out procedures, so it is always best to contact them directly. 

* * * (see FAQs at link) 

Currently, Lifespan participate in these HIEs: 

• Epic Care Everywhere (phone: 608-271-9000) 

• Carequality (phone: 571-418-7747) 

• eHealthExchange (phone: 571-418-7743) 

• Rhode Island Quality Institute’s CurrentCare (phone: 401-276-9141) 

 

https://www.lifespan.org/about-lifespan/patient-privacy/about-health-information-exchange
https://www.lifespan.org/about-lifespan/patient-privacy/about-health-information-exchange
https://www.epic.com/careeverywhere/
https://carequality.org/active-sites-search/
https://ehealthexchange.org/
https://www.riqi.org/how-we-help/currentcare
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1 “The purpose of this chapter is to establish safeguards and confidentiality protections for the HIE in order to 
improve the quality, safety, and value of health care by promoting interoperability, enhancing electronic 
communication between providers, and supporting public health goals, while keeping confidential health care 
information secure.”  RI Gen. Laws 5-37.7-2 Statement of purpose (Rhode Island General Laws (2021 Edition)) ‘ 
 
2 Of the known state HIEs that are purely opt-out exchanges, a substantial majority do not require notification by 
the provider to the individual patient, or if they do, have very limited obligations that dictate the manner of the 
notification to patients. Alabama has no known notification requirements but simply requires the patient to “provide 
notice of opt-out to provider in writing or in a manner/form determined by the provider.” Alaska does not require 
notification by provider even though the patient has the right to opt out of the HIE partially or fully.  Arizona allows 
the provider, once they begin to participate in an HIO, to generally notify patients through “a copy of the Notice of 
Health Information Practices.” Arkansas allows providers to give general notice of the patient’s “opportunity to 
opt-out” but requires that patients provide a “form to be completed and returned to the healthcare provider.” 
Colorado allows providers several options to satisfy notification to patients of their right to opt-out using an “opt-
out notification poster” to be posted in “lobbies and waiting rooms,” newsletters or through the “provider’s 
website.” Connecticut allows notification by the provider through their existing HIPAA privacy policy notification. 
Georgia requires notification of a provider’s participation in a HIE and the patients opt-out rights through the 
provider’s “Notice of Privacy Practices”.  Hawaii has no known notification requirements. Idaho has no notification 
requirements, and instead requires its HIE to provide information about the benefits of sharing their health 
information and right of the patient to opt-out of such benefits. Illinois simply requires the provider to display the 
HIE Connect Signage poster if the provider is participating in the HIE and display a link in their website to the HIE 
Connect website which contains the necessary information needed for patients to understand their rights to opt out.  
Indiana has no known notification requirements and allows providers the right to manage the consent (opt-out) 
processes. Iowa has no known notification requirements and allows providers to access patient information without 
having to take any action – the HIE handles the opt out and opt-back-in forms and processes. Kansas has no known 
notification requirements and allows providers and its HIE is responsible to opt-out patients who so request that 
option. Maine allows notification by the provider through their existing HIPAA privacy policy notification. 
Maryland allows for notification of patient’s right to opt-out and the consequences through websites. Michigan has 
no known notification requirements and its HIE handles the education of the patient’s opt out rights and opt-back-in 
forms and processes. Minnesota is identified as an opt-out HIE state but has no known notification requirements 
and its HIE controls the forms and processes where patients can opt-out of having their information shared between 
providers. Mississippi has limited notification requirements by requiring providers to let patients know in any 
manner that they participate in state HIE, but the patient is responsible to inform each healthcare provider to make 
their health information “confidential” and to also complete an “Opt-Out” form. Missouri has no known notification 
requirements and its HIE handles the opt out and opt-back-in forms and processes. Nebraska has no known 
notification requirements and patients are automatically enrolled in the system, until they decide to opt out through 
the HIE; providers have no obligations or responsibilities under the state system. New Hampshire has no known 
notification requirements. New Jersey has no known notification requirements. North Dakota has no known 
notification requirements and its HIE controls the notification of opt-our rights through its HIPAA privacy policy 
notification. Ohio allows notification by the provider through their existing HIPAA privacy policy notification. 
Pennsylvania has no known notification requirements and its HIE controls the forms and processes including 
notification of opt-our rights —once a provider participates, the patient’s information is automatically available to 
other provider participants. Tennessee have several HIEs but at least one allows notification by the provider through 
their existing HIPAA privacy policy notification.  See Health HIT Survey, State-Sponsored Health Information 
Exchange (HIE) Organizations’ Consent Policies: Opt-In or Opt-Out (George Washington University) at link. 
 
3 The HIPAA Privacy Rule generally provides patients with a right to request restrictions to the uses or disclosures 
of their PHI about the individual for treatment, payment, or health care operations purposes. See 45 C.F.R. § 
164.522(a). (“Covered entities that develop and implement restriction policies focused on giving individuals 

https://www.healthit.gov/sites/default/files/Individual%20State%20HIE%20Organizations%20Consent%20Policy_20160930_FINAL.PDF
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choices, including the ability to “opt-out” of or “opt-in” to an electronic health information exchange environment 
completely or selectively, may help build trust and confidence in the use of electronic exchange. Such efforts, thus, 
support the objectives underlying the Individual Choice Principle and are consistent with the Privacy Rule.”). While 
Lifespan is not required to agree to an individual’s request for a restriction, as set forth in its policies and NPP, they 
are required to have policies in place by which to accept or deny such requests. See OCR’s guidance, The HIPAA 
Privacy Rule and Electronic Health in a Networked Environment Information Exchange: Individual Choice 
Principle in the Privacy and Security Framework at link.   
 
4 The number of notifications is based upon or extrapolated from the 2021 patient population census of: 
 

RHODE ISLAND HOSPITAL/ 
HASBRO CHILDREN’S HOSPITAL 

 
  

Patient discharges  33,322 

Emergency 
department 
visits   121,605 
Outpatient visits  381,214 
Outpatient surgeries 12,917 
Inpatient surgeries 9,276 

   

 Hospital Total: 558,334 

 
 

 
THE MIRIAM HOSPITAL 

 
  

Patient discharges  17,449 

Emergency 
department 
visits   66,807 
Outpatient visits  204,598 
Outpatient surgeries 6,699 
Inpatient surgeries 4,494 

   

 Hospital Total: 300,047 

   
NEWPORT HOSPITAL  
 

  

Patient discharges  5,031 

Emergency 
department 
visits   26,507 

https://www.hhs.gov/sites/default/files/ocr/privacy/hipaa/understanding/special/healthit/individualchoice.pdf
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Outpatient visits  49,150 
Outpatient surgeries 4,619 
Inpatient surgeries 999 

   

 Hospital Total: 86,306 

   

 Lifespan Total: 858,381 
 

5. Alabama allows the patient to “provide notice of opt-out to provider in writing or in a manner/form determined 
by the provider.” Arkansas allows a “form to be completed and returned to the healthcare provider.”.  Indiana 
allows providers the right to manage the consent (opt-out) processes. Kansas allows both providers and its HIE to 
opt-out patients who so request that option. Mississippi allows the patient to inform their provider to make their 
health information “confidential” and to opt out. See Health HIT Survey, State-Sponsored Health Information 
Exchange (HIE) Organizations’ Consent Policies: Opt-In or Opt-Out (George Washington University) at link. 
 

https://www.healthit.gov/sites/default/files/Individual%20State%20HIE%20Organizations%20Consent%20Policy_20160930_FINAL.PDF


641 Bald Hill Road 
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24-hour Helpline: 

800-494-8100 
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Task Force 
 

Sisters Overcoming 
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Affiliate Members 

Center for Southeast Asians 

Crossroads Rhode Island 

Family Service of Rhode Island 
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Public Comment feedback for RI OHHS/DOH  

Health Information System Opt-out program 

Link to proposed regulations:  https://risos-apa-production-

public.s3.amazonaws.com/DOH/REG_12765_20220504155134423.pdf 

On page 6, item 3: We respectfully request that the lengthy six (6) month window that 

providers have to notify patients about their health information being disclosed in the 

HIE be eliminated. This half year time frame is far too long and if survivors of domestic 

violence are not informed about their private health information being shared, including 

treatment for domestic violence injuries or related mental health treatment for 

experiencing abuse, then sensitive health information about their abuse may have 

already been shared with other providers and systems without their knowledge or 

consent, including other entities that may employ their abusive partner or family 

members of their abusive partner.  Providers should be required to inform patients about 

the HIE disclosures and option to opt-out of the HIE system immediately, and before 

sensitive health information related to intimate partner violence or sexual violence is 

entered into any shared system.  

Current provision: “When entering into a treating relationship with a provider participant 

or no later than six (6) months after a provider begins submitting records to the HIE, 

individuals will be clearly informed in a distinct written document that by enrolling due to 

his or her provider's participation in the HIE, at a minimum, they are authorizing health 

their protected health information may be disclosed to…” 

On page 6, item 4: We request that the thirty (30) day timeframe be extended to at least 

sixty (60) days in which patients have the opportunity to opt-out before the new opt-out 

only policy goes live. This will give patients, including domestic and sexual violence 

survivors seeking physical or mental health treatment, more time to take the steps 

necessary to ensure they are fully informed about their private health information 

sharing and safety options.  

Current provision: “4. Individuals shall be notified by provider participants of their 

opportunity to opt-out of participation in the HIE a minimum of thirty (30) days prior to 

opt-out policies going into effect ("go live").” 

On page 9, item 14:  Please add “treatment for domestic violence or sexual assault” to 

the categories of sensitive or protected personal health information. 

On page 13, at section F: We would respectfully request that “education and outreach 

campaigns regarding the public’s awareness of the HIE and the opt-out policy” be added 

to the list of categories of topics that the RHIO would annually report on to the HIE 

Advisory Commission and the Department of Health.  

Thank you very much for your consideration of this comment and feedback from the RI 

Coalition Against Domestic Violence.  

mailto:ricadv@ricadv.org
https://risos-apa-production-public.s3.amazonaws.com/DOH/REG_12765_20220504155134423.pdf
https://risos-apa-production-public.s3.amazonaws.com/DOH/REG_12765_20220504155134423.pdf
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Lauren Gareau 

Department of Health 

3 Capitol Hill 

Room 410 

Providence, RI 02908-5097 

RE: Regional Health Information Organization and Health Information Exchange (216-

RICR-10-10-6) 

Dear Ms. Gareau, 

I offer the following written testimony on the proposed amendments to regulations on 

the regional health information organization (RHIO) and health information exchange 

(HIE). I am writing as an individual, not as a representative of an organization, but will 

disclose the following relationships that are relevant to my testimony. I am a past 

member of the Rhode Island Quality Institute’s Board of Directors (2003-2015) and 

served as its Chair from 2012-2014. I am also a past president of the Rhode Island 

Medical Society (2001-2002) and current member of the American College of Physicians’ 

Medical Informatics Committee. Again, my testimony is not on behalf of any of these 

organizations or my employer, Coastal Medical/Lifespan. 

The change from an “opt-in” to an “opt-out” model is long overdue. While the opt-in 

model made it possible for the initial HIE legislation to pass, it is a barrier to the HIE 

achieving its potential to improve quality of care and reduce waste, since a significant 

number of Rhode Islanders are not enrolled. As a practicing primary care physician, I 

have experienced the joy of being able to find laboratory and other data on my enrolled 

patients easily, as well as the frustration of not being able to access information because 

a patient is not enrolled. I believe that almost 15 years after the original legislation was 

adopted, the level of trust in the HIE and the RHIO that administers it has risen to a level 

that makes the opt-in model unnecessary. Therefore, I support the change. 

However, I have concerns regarding the sections of the proposed amendments that 

place significant responsibility for communication about the HIE and the option to opt-

out on “provider participants,” adding to an ever-growing list of regulatory requirements 

that providers, physicians in my case, are expected to perform that can be done by 

others. It would make more sense for the RHIO to have primary responsibility, wherever 

possible, for advising patients of their HIE participation options.  

Section 6.3.1.A.2 specifies a role for the provider in discussing HIE participation and 

consent options, but it is not clear how and by whom the provider participant would be 

adequately educated of these options and what such a discussion should include.  

Section 6.3.1.A.3 references a “distinct written document” that informs patients of the 

potential disclosures of their protected health information (PHI) but does not specify the 

party responsible for creating the document. Why shouldn’t the RHIO be the author of 
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the document in order to deliver a consistent message to patients as well as relieve the 

burden of each provider participant creating its own document? 

Section 6.3.1.A.4 calls for provider participants to notify patients of their option to opt-

out no less than 30 days from the “go live” of the opt-out policy. If I interpret this 

correctly as a requirement to send notice, presumably written, to all of a practice’s 

patients, this would incredibly burdensome, since many patients prefer to receive their 

communication in paper form and not electronically, and in any case, a practice-wide 

communication is a significant undertaking. Again, it would make more sense for this 

notification to come from the RHIO. 

I encourage the Department to review these sections and consider whether for 

consistency (and accuracy) of communications to patients about the HIE, as well as to 

reduce administrative burdens on practices that are already overburdened, that as many 

of these responsibilities as possible be assigned to the RHIO. Where it is felt necessary 

for the provider participant to play a role, the RHIO should be expected to provide the 

necessary resources. 

That stated, I remain in full support of moving to an opt-out for the HIE. 

Thank you for the opportunity to testify.   

 

Sincerely, 

 

Yul D. Ejnes, MD, MACP 

Clinical Associate Professor of Medicine, Alpert Medical School 

Chair, Board of Directors, American Board of Internal Medicine 

Chair-emeritus, Board of Regents, American College of Physicians  


