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Regional Health Information Organization
and Health Information Exchange

216-RICR-10-10-6

Benefit-Cost Analysis
April 2022

The Rhode Island Department of Health (RIDOH) is amending the regulations pertaining to the
Regional Health Information Organization and Health Information Exchange (216-
RICR-10-10-6) to comply with the additional statutory requirements passed in 2021 to the Rhode
Island Health Information Exchange Act of 2008 (R.I. Gen. Laws § 5-37.7).

Background

216-RICR-10-10-6 defines the role of the Regional Health Information Organization (RHIO) as
the operator of the statewide health information exchange (HIE) and establishes important
patient privacy and security protections to ensure patient health information is secure and shared
appropriately. As part of the privacy and confidentiality protections under the Rhode Island HIE
Act of 2008, there has been a requirement since the HIE was established for patient participants
to enroll and effectively “opt in” in order to participate and provide authorization for their data
flow into the HIE from participating data sharing partners (DSPs).

Due to only about half of all Rhode Island patients being enrolled and their data available in the
HIE, the Rhode Island healthcare community has found that it cannot be used as the primary or
sole resource for obtaining necessary data needed by providers, payers, Medicaid, or for public
health purposes due to the gaps and missing data resulting from the number of unenrolled
individuals.

In July 2021, R.I. Gen. Laws § 5-37.7 was amended to transition the HIE to an opt-out consent
model. In converting to an opt-out consent model, the health data from DSPs would flow into the
HIE for all patients who receive care at participating DSPs; patients will then have the option to
opt out of disclosing those data to other healthcare providers, but it will be retained for access by
providers in a medical emergency, use by health plans for quality improvement, and use by state
agencies for allowable public health and regulatory purposes.

As directed in R.I. Gen. Laws § 5-37.7-5, these proposed amendments to 216-RICR-10-10-6
were developed in consultation with the HIE Advisory Commission and the RHIO to clarify and
outline the process and procedures for patients opting out of disclosures, and the use of, and
appropriate confidentiality protections for, the confidential healthcare information in the HIE.
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Proposed Regulation
The extent of changes to 216-RICR-10-10-6 are described in brief below. Most changes adjust
language to accommodate an opt-out rather than opt-in consent structure.
§ 6.3.1 “Participation in the Health Information Exchange” now outlines requirements on
provider participants to notify patients of their participation in the HIE and their consent options.
Patients shall be informed in writing that, at minimum, their protected health information may be
disclosed to health care providers that care for them in emergencies, to public health authorities,
and to health plans for care management and quality improvement. This does not represent a
significant change in provider participants’ current notification procedures for the opt-in consent
structure. In addition, § 6.3.1 (A)(4) clarifies that mental health treatment information shall not
be stored or disclosed separately from other types of information.
§ 6.3.2 “Rhode Island Regional Health Information Organization (RHIO)” lists policies and
procedures that the RHIO is required to develop and maintain. It has been amended to include
policies consistent with an opt-out consent structure, emergency access, patient matching and
ongoing identity management, and data integrity, quality, and standardization. In addition, §
6.5.2 states that the RHIO shall submit these policies and procedures to the Department upon
request and at least annually.
§ 6.4 “HIE Advisory Commission” specifies that the RHIO shall report at least annually to the
HIE Advisory Commission and the Department on a variety of listed topics such as usage,
security assessment results, data requests, and so forth, including any of the policies and
procedures outlined in § 6.3.2. Additionally, the HIE Advisory Commission shall be made
informed of any new disclosures of confidential health information from the RHIO to the
Department for public health purposes, in order to ensure transparency to the public.
§ 6.5.1 “Patients’ Rights” describes requirements for the opt-out authorization forms:
availability, language, method of transmission, and accommodation of disabilities. Consent
decisions shall be recorded directly by patient participants or his or her authorized representative.
If a patient indicates they wish to opt out of disclosures to health care providers, this consent
decision shall apply broadly to any protected health information obtained by the RHIO due to its
status as the RHIO. Patients shall also be notified following a provider’s temporary access during
a medical emergency that the disclosure took place. The health care provider or facility treating
the emergency shall determine the existence of a medical emergency, its duration, and which
personnel are needed to address the medical emergency.
§ 6.6.3 “Security Framework” is updated to reflect current Rhode Island Department of
Information Technology policies, such as alignment with the National Institute of Standards and
Technology (NIST) security policies and controls. It now requires the RHIO to inform the
Department of any potential as well as actual security incidents, including credible complaints of
potential security incidents, no later than twenty-four hours after the occurrence.

Benefits

There are a number of benefits of converting to an opt-out rather than the current opt-in consent
model. However, it is difficult to assign monetary values to the benefits, as health information
exchange typically plays a supportive, background role in health care delivery. The RHIO serves
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as the sole State-Designated Entity for health information exchange in Rhode Island; available
alternatives are operated by private entities.

The primary benefit to Rhode Islanders is that they will have greater access to a consolidated
health record for themselves and their families, accessible through patient portal or by written
request. Opt-out will benefit providers who would have greater access to patient health
information at the point of care, which could be lifesaving to patients and their families.

Rhode Island health plans, including Medicaid, will have access to greater data that could be
used to better coordinate care for their members and be available to use for quality improvement
purposes. Moving to an opt-out consent model will greatly improve the utility of the data in the
HIE to be used for public health activities and purposes, case investigations, monitoring,
reporting, surveillance, and to meet other valuable public health purposes in the State of Rhode
Island. This is especially valuable when faced by public health crises like the Opioid Epidemic
and the COVID-19 pandemic.

In addition to the greater level of access to health data for the valuable purposes noted above,
there will be greater overall efficiency, utility, effectiveness, and decreases in some costs for
Rhode Island’s RHIO. The expense and inefficiencies of the requirement for HIE enrollment,
which has been a barrier to many individuals having the opportunity to participate in and benefit
from the HIE, will be removed and the funding and resources currently used for enrollment
efforts and processing can be used elsewhere to improve the HIE services offered and better
benefit Rhode Islanders and the Rhode Island healthcare community.

Costs

There are no expected costs to current provider or patient participants, and no expected change in
costs to establish an interface to become a Data-Sharing Partner with the HIE.

The RHIO is funded through a voluntary per-member per-month contribution from all Medicaid
and commercial health plans in Rhode Island and the majority of self-funded employer plans. As
a result, the State funds the Medicaid contribution for approximately 60% of the RHIO’s
operating costs through 25% General Revenue and 75% federal CMS match. The same approach
can be used for implementation costs at 90% federal and 10% state funds. The State and the
RHIO are working collaboratively to identify funding for the remaining 40% of costs for
implementation.

The Department worked with the RHIO to estimate costs to the RHIO to implement the opt-out
consent model. Costs to the RHIO fall under four broad categories:

1. Technical: Estimated at $2,465,076. The current opt-in consent model requires extensive
customization of the underlying technology the HIE is based upon; shifting to an opt-out
model will involve migrating to a more standard solution while ensuring there is no loss
in functionality for patients or providers. Significant infrastructure changes and testing
will be required to meet patient consent and data storage requirements, and to improve
identity management processes with the higher volume of clinical records.
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2. Operations: Estimated at $432,485. The RHIO will develop and implement policies and
procedures to support opt-out, create training materials, enhance and upgrade Master
Patient Index management tools, and increase staff time to support the anticipated
increase of support calls during the initial rollout period.

3. Communications: Estimated at $289,738. In coordination with the Department, the
RHIO’s marketing, communications, and outreach team will publicize the consent model
change with both the RI healthcare community and the general public. Staff will perform
outreach and work directly with healthcare organizations to provide training and
workflow development to support patients in indicating their consent preferences.

4. Compliance: Estimated at $24,027. The RHIO will engage legal services to update legal
agreements with Data-Sharing Partners, and to ensure opt-out consent forms and
processes are in compliance with 216-RICR-10-10-6.

Total direct costs to the RHIO for implementation are estimated at $3,211,327, and indirect costs
at $1,271,685, for a total of $4,483,012.  The Medicaid contribution is estimated at 60% of the
total, with $268,981 (10%) in state funds and $2,420,826 (90%) in federal financial participation.
The Executive Office of Health and Human Services (EOHHS) routinely submits requests each
state fiscal year to fund development and implementation initiatives with the RHIO and
anticipates requesting $150,000 in general revenue for SFY24 to support the Medicaid
contribution. Carryforward from SFY22 for previous RHIO projects will be requested for
SFY23.

Alternatives
RIGL §5-37.7 clearly outlines the opt-out consent framework, specifying that it follows an “opt-
out to disclose” rather than an “opt-out to collect” model. Based on the language of the statute,
the Department does not have discretion in creating a process for residents to opt out of having
their data collected by the HIE. The available opt out applies to redisclosures to other health care
providers.
Nonetheless, it should be noted that the primary alternative to use of the HIE is commonly faxing
medical records, which presents significant security concerns as well as presenting inefficiencies
and delay in care coordination. All disclosures that occur through the HIE (to providers, public
health authorities, or health plans) are allowable disclosures under HIPAA and state law, and
most likely would still occur through other means if not directed via the HIE. It is not in the
Department’s authority to establish an alternative to these disclosures.
There are two primary areas of discretion, as follows:

1. The process for opting out described in § 6.3.1(A) was assessed to balance burden on
provider participants with the need to notify patients of their opportunity to rescind
authorization for disclosures from the HIE. An alternative approach that requires provider
participants to hold a conversation or obtain a separate signed consent would treat HIE
disclosures more strictly than other medical record disclosures, appear to contradict the
statutory requirement to utilize an opt-out rather than opt-in system, and introduce
significant additional burden.
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However, there was strong consensus among stakeholders and the HIE Advisory
Commission that patient participants must have their opportunity to opt out meaningfully
communicated to them by their health care providers. Accordingly, clear written notice
must be provided, including identifying the minimum possible disclosures outlined in
state law, and patient participants must be offered the opportunity to discuss the HIE
upon request.

2. Mental health treatment information is included in the opt-out consent structure and not
otherwise stored or disclosed separately (except as required by law or regulation). The
alternatives considered included: continuing to leave the manner in which mental health
information is collected and disclosed up to the RHIO and provider participants; creating
an opt-in to disclose “sensitive information database” consent structure; and establishing
a process by which to regularly update policies and procedures for mental health
information.

Some patients and providers prefer mental health treatment information to be held apart
from physical healthcare information. Substance use treatment information is regulated at
the federal level, and the Department did not have room for discretion in the handling of
substance use treatment records. For providers, compliance with federal regulations for
substance use treatment records results in significant technological burden and
challenges, and segregating substance use and mental health treatment often does not
reflect the reality of services being provided. Combining them as “behavioral health data”
could address some technological barriers to participation. For patients, it is possible they
may not become aware of the record-sharing occurring through the HIE until after an
undesirable disclosure of sensitive information has occurred. It is possible that mental
health patients may experience discrimination from a provider as a result of “default”
HIE sharing, or that they aren’t given an opportunity to express their privacy wishes
before such a disclosure occurs.

However, the HIE Advisory Commission unanimously recommended that mental health
treatment information not be otherwise stored or disclosed separately wherever possible.
This follows the spirit of the HIE Act most closely in supporting an opt-out consent
structure. Most importantly, provider participation remains voluntary. A specialty mental
health treatment provider may choose not to participate in the HIE at their discretion, and
individual patients may still opt out of disclosures.

Given the high burden of mental health conditions on Rhode Islanders, it was considered
important by stakeholders for the regulation to address mental health record exchange
directly; accordingly, remaining silent or establishing a process to update policies were
not considered preferable options.

A sensitive information database would be a significant investment to establish and
would perpetuate bias in continuing to treat mental health conditions separate and apart
from physical health care conditions. In addition, individuals with Serious Mental Illness
(SMI) would not benefit from care coordination facilitated through the HIE in the same
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way patients with other conditions would, which presents a discrepancy in parity between
mental and physical illnesses.


