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T  he Depar  tm  ent of Chi  ldr  e  n, Youth an  d Fam  ilies pr  ovi  des s  taf  f with acc  es  s to c  o  m  puter  s and 

s  of  twar  e a  pp  lic  at  io  ns f  or wor  k r  elated ac  t  iv  iti  es  .   Bec  a  us  e pr  otec  t  in  g th  e c  onf  iden  tia  lit  y of th  e 

c  hildr  en, yo  uth and f  am  ilies s  er  ved b  y the De  par  tm  ent is of par  am  ount im  por  tanc  e  , al  l s  tat  e an  d 

f  eder  al l  a  w and po  lici  es r  eg  ar  din  g c  onf  id  ent  ial  it  y ar  e f  ull  y app  lic  a  bl  e to us  e of Dep  ar  tm  ental 

c  om  m  uter  s and inf  or  m  ation s  ys  t  em  s  , paper or el  ec  tr  on  ic  .

Sof  twar  e a  pp  lic  at  io  ns incl  u  de th  e Rh  ode Is  la  nd C  hi  ldr  en’s I  nf  orm  ation S  ys  t  em (  RICHIST  )  , off  ic  e 

autom  ation too  ls (s  uc  h as Micr  os  of  t W  or  d) and el  ec  tr  onic m  ail.   T  he M  an  agem  ent Inf  or  m  ation 

S  ys  tem  s (  MIS) Di  vis  ion pur  c  has  es  , m  aintains  , iss  ues  , s  uppor  ts an  d u  pgr  a  des c  o  m  puters  , har  d 

war  e an  d s  oft  war  e a  uth  oriz  ed f  or Depar  tm  ent s  taf  f us  e. T  he Depar  tm  ent s  tr  ic  tl  y a  dher  es to 

s  of  twar  e lic  e  ns  e agr  e  em  ents  ; the M  IS di  vis  ion c  o  nduc  t  s an an  nua  l a  ud  it to ens  ur  e c  om  plianc  e. 

Staf  f us  e of the Int  er  net is m  onitor  ed an  d l  og  ged.   Log  s c  ontai  n i  nf  orm  ation r  e  lat  in  g to eac  h us  er  ,

s  uc  h as whic  h web s  ites th  e s  taf  f pers  on visi  ted an  d when he or s  h  e vis  it  ed eac  h s  ite.   T  his 

inf  or  m  ation is pr  o  vi  ded to t  he s  up  erv  is  or of a s  taf  f m  em  ber upon the s  uper  vis  or  ’s r  eques  t.   T  he 

MIS Di  visi  on als  o r  e  v  ie  ws t  hes  e l  ogs o  n a r  e  gu  lar b  asi  s f  or networ  k plann  ing an  d   

tr  oubl  es  ho  oti  ng.

R  e  l  a  t      e  d     Pr  o  c      e  du  r  e

Compu  t      e  r     U  s      e  

Relat  ed Proc  edure

Code     of     E  t      hi  c  s  

Rhode     I  s  l  a  nd     Child  re  n      ’s     I      n  f      o  r  m  a  t      ion     S      ys  t      e  m     (      RIC  H      I  S  T      )  

A  c      c  e      s  s     t      o     Compu  t      e  r      i  z      e  d     I      n  f      o  r  m  a  t      ion     M      a  in  t      a  in  e  d     by     t      he     D  e  p  a      r  t      m  e  nt  

Computer Use
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Proc  edure f  rom Pol  ic  y 10  0.01  90: Compu  t      e  r     U  s  e  

A. O  nl  y har  d  war  e iss  ued b  y th  e Dep  ar  tm  ent of Chil  dr  en, Yout  h a  nd Fam  ili  es   

Ma  nag  em  ent Inf  orm  ation D  iv  is  io  n (  MI  S) m  ay be ins  ta  l  led or c  onn  ec  t  ed to Dep  ar  tm  ent   

c  om  puters  .

1. A s  uper  vis  or or adm  inis  tr  at  or r  eques  ts a  dd  iti  ona  l h  ar  d  war  e r  eq  uir  e  d f  or s  pec  if  ic j  ob-
r  elate  d d  uti  es of his or her s  taff  .   If the Age  nc  y I  nf  orm  ation T  ec  hno  log  y Mana  ger 
a  ppr  o  ves t  he r  eq  ues  t, MI  S wil  l e  va  lu  ate, pur  c  has  e, i  ns  tal  l a  nd s  up  por  t the item  .

2. Staf  f do not ope  n or m  ove t  he c  om  puters  .
3. Staf  f do not add or r  em  ove an  y c  om  ponents f  r  om the c  om  puters  .

4. Food, be  ver  ag  es an  d p  lant  s ar  e k  ept a  wa  y f  r  om the c  om  puters  .
5. Staf  f m  a  y not br  ing the  ir o  wn la  pto  p or d  es  k  top c  om  puter  s into the off  ic  e.

6. Shor  t-  ter  m c  ontr  ac  tors  , wh  o ar  e n  ot s  up  pl  ie  d a D  epar  t  m  ent c  om  puter  , m  a  y bri  ng in   

p  ers  ona  l l  apt  ops  , b  ut m  ay n  ot c  on  nec  t th  es  e c  om  puter  s to the Dep  ar  tm  ent net  wor  k  .

B. O  nl  y s  of  twar  e iss  ue  d b  y th  e MI  S D  iv  is  io  n is ins  ta  ll  ed o  n Dep  ar  tm  ent c  om  puters  . 

O  ther s  taff m  a  y not ins  ta  ll an  y s  of  twar  e o  n De  par  tm  ent c  om  puters  .

1. Copi  es of s  of  twar  e ar  e n  ot pr  ov  ide  d f  or s  taf  f to ins  tal  l o  n hom  e c  om  puter  s or   

other n  on-  De  par  tm  ental c  o  m  puters  .

2. A s  uper  vis  or or adm  inis  tr  at  or r  eques  ts an  y ad  dit  io  nal s  of  twar  e r  equ  ir  ed f  or s  pec  if  ic 
j  ob-r  elate  d d  uti  es o  f his or her s  taff  .   If the Age  nc  y Inf  or  m  ation T  ec  hnolog  y M  ana  ger

a  ppr  o  ves th  e r  eq  ues  t, MIS wi  ll ev  alu  ate, purc  has  e, ins  t  al  l and s  u  ppor  t t  he item  .

C. Acc  es  s to the Inter  net is pr  ov  ide  d f  or s  taf  f s  olel  y f  or wor  k  -r  elated us  ag  e.

1. Acc  eptab  le us  es of the Inte  r  net ar  e:

a. T  o c  om  m  unic  ate with oth  er s  tate a  genc  ies an  d b  us  ine  s  s par  tner  s   
of s  tate a  genci  es  .

b. T  o exc  hange pr  of  ess  io  nal k  no  wl  edg  e a  nd inf  or  m  ation and t  o   
k  eep c  urr  ent on or de  bat  e iss  ues in a f  iel  d of k  nowl  edg  e.

c. T  o par  tic  ipa  te in pr  of  ess  ion  al s  oci  et  y or e  qui  va  le  nt ac  t  i  vit  y r  e  lat  ed t  o   
th  e us  er  's   pr  of  ess  ional/  voc  a  tio  nal disc  ip  li  ne.

d. T  o c  onduc  t r  es  earc  h i  nto b  es  t pr  ac  tic  es r  e  late  d to the wor  k  er  ’s f  ield of
k  nowle  dge  .

e. T  o appl  y f  or or adm  inis  ter g  r  ants or c  ontr  ac  ts f  or wor  k  -

relat  ed app  lic  at  ions  .

f. T  o us  e an  y oth  er adm  inis  tr  ati  ve c  om  m  unic  atio  ns or ac  tiv  it  ies i  n   

d  ir  ec  t s  uppor  t of wor  k  -r  elated f  un  c  tions  .

g. T  o dis  tr  ibut  e a wor  k r  elated al  l s  taf  f elec  tr  onic m  ess  age wit  h   
th  e per  m  iss  ion of an adm  inis  tr  a  tor  .

2. Unacc  epta  bl  e us  es of th  e I  nter  net ar  e:
a. T  o us  e f  or r  ecr  eationa  l p  ur  pos  es  .

b. T  o us  e f  or ille  gal or m  alic  io  us pur  pos  es  .

1. Net  wor  k us  e m  us  t be c  ons  is  tent with gui  di  ng e  thic  al   
s  t  atem  ents lis  te  d i  n s  ec  tio  n 3, be  lo  w, th  e DC  Y      F     P  o  l  ic      y         
100  .      01  6      0  ,     Code     of  
E  t      h  ic  s     and acc  epte  d c  om  m  unit  y s  tand  ar  ds  .

2. T  he net  wor  k m  us  t not be u  s  ed in  wa  ys tha  t v  io  lat  e

ap  plic  a  bl  e la  ws or r  e  gul  ati  ons  , s  uc  h a  s us  e of the n  et  wor  k to

tr  an  sm  it or s  olic  it thr  e  aten  in  g, o  bsc  ene  , or har  assi  ng

m  ater  ials  .

3. T  he net  wor  k or an  y att  ac  he  d net  wor  k (  e.g., LA  N or W  AN) m  us  t
not b  e us  e  d i  n a m  anner th  at pr  ecl  udes or s  ign  if  ic  ant  l  y   
ham  per  s its us  e b  y others  .
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c. T  o es  tablis  h c  onn  ec  tio  ns to cr  eate r  ou  tin  g p  atter  ns inc  ons  is  ten  t wi  th   

t  he eff  ec  tive an  d s  har  e  d us  e of the net  wor  k  .

d. T  o us  e f  or uns  olic  it  ed c  omm  erc  ial ad  ver  t  is  in  g.

e. T  o us  e f  or r  evenu  e ge  ner  at  ing ac  ti  vit  ies  , unl  es  s s  tated as a   
s  pec  if  ic  al  l  y acc  eptab  le us  e.

f. T  o us  e f  or pr  ivate or p  ers  onal busi  nes  s ac  ti  vit  ies  , as d  ef  ined in a 
c  om  m  erc  ial s  ens  e, s  uc  h as the bu  yin  g a  nd s  e  ll  ing of c  om  m  odities   
or s  er  vic  es with a pr  of  it m  otiv  e.

g. T  o s  olic  it i  nf  or  m  ation wit  h t  he i  nte  nt of us  in  g s  uc  h inf  or  m  ation to   
c  aus  e pers  ona  l h  ar  m or bodil  y inj  ur  y.

h. T  o inter  f  er  e with or d  isr  upt net  wor  k us  ers  , s  er  vic  es  , or equ  ipm  ent.
Disr  upti  ons inc  lu  de, but ar  e not lim  ited t  o:

1. T  o dis  tr  ibut  e uns  o  lic  ite  d ad  ver  tis  ing.

2. T  o pr  opagat  e c  om  puter wo  rm  s or vir  us  es  .

3. T  o m  ak  e unauth  ori  zed entr  y i  nto an  y ot  her m  ac  hine   
ac  c  ess  ible vi  a th  e net  wor  k  .

4. T  o s  end bulk m  ailings or c  hain let  ter  s v  ia elec  tr  o  nic m  ail.
3. Staf  f m  us  t adher  e to the f  oll  o  win  g et  hic  a  l b  eha  v  iors  :

a. Res  pec  t th  e pr  iv  ac  y of ot  he  r us  ers  .

b. Nev  er int  ent  io  nal  l  y s  eek inf  or  m  ation on, obt  ain c  op  ies of  , or m  odif  y   
f  iles  , other d  ata, or p  ass  wor  ds b  elo  ngi  ng t  o ot  her us  ers  , or r  epr  es  ent   

him  s  elf or hers  elf as   an  oth  er us  er  .

c. Res  pec  t th  e l  ega  l pr  otec  ti  o  n pr  o  vid  ed b  y c  op  yr  ig  ht an  d l  ic  ens  in  g l  a  ws   

to pr  ogr  am  s and dat  a.

d. Res  pec  t th  e i  nte  gr  it  y of c  o  m  puting s  ys  tem  s  .

e. Nev  er int  ent  io  nal  l  y de  ve  lo  p pr  ogr  am  s that har  as  s ot  he  r us  er  s or   
inf  iltr  a  te a c  om  puter or c  om  puting s  ys  t  em and/or d  am  age or alt  er the   

s  oft  war  e c  om  ponents of a c  om  puter or c  om  puting s  ys  tem  .

D. Al  l ut  ili  zat  ion of Depar  tm  ent har  d  war  e an  d s  of  twar  e c  o  nf  orm  s with D      C  Y      F     P  o  li  c      y   

100  .      00  1      5  ,     A  c      ce  s      s     t      o     Co  m      pu  t      eri  z      e  d     I  n  f      o  r  m  a  t      i  on     M      ai  n  t      ai  n  e  d     b      y     t      he     D      e  p  ar  t      m  e  n      t      . 

Al  l la  ws a  nd p  ol  ic  ies r  e  gar  d  ing c  onf  ident  ia  lit  y ar  e f  ull  y app  lic  ab  le to us  e of   

Depar  tm  en  tal c  om  puter  s and inf  or  m  ation s  ys  t  em  s  , paper or el  ec  tr  onic  .

E. Staf  f us  e of c  om  puter  s is c  ons  is  ten  t wi  th t  he Stat  e of RI, De  par  tm  ent of   

Adm  inis  tr  ation  , Div  is  io  n of Inf  or  m  ation T  ec  hno  log  y Acc  epta  ble Us  e P  olic  y wh  ic  h is   

av  ai  la  ble at http/  www  .  d      oit.  r      i.  g      ov  /      p  o      li  c      y  /      .
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